Abstract
Introduction
In this era of technology, digital images have become the most widely used communication media. It's not that the images are used as a purpose of communication media but they are also being used in various fields like military services, law, scientific purposes, industrial use, educational use, forensics etc. The originality and integrity of these images are very sensitive parameters while dealing with images. Image forensics deal with the issues concerned with forgeries done to the images. The digital image forensic science aims to inspect the digital media with an intention of identifying, conserve, convalesce, analyzing and presenting facts and figures about the information obtained from the digital images. Due to the advancement in the computer technology, various methods of creating forgery or altering the images have been developed by forgery creators so as to use the images for their personal benefits. The digital forensics needs forgery detection techniques in order to maintain the integrity of the images and to check their authenticity.
There exist various ways in which images can be altered. Some of the most common types of forgeries are copy-move, splicing, altering the brightness/contrast of the images, geometrical transformations etc. An example of forgery is shown in Figure 1 which is taken from CASIA Database.
The forgers hide from view the marks of the forgery done to the image. To detect and locate those marks is the aim of the forgery detection methods. The forgery detection methods [1] which have been developed in the past are categorized into two main categories: Active methods and Passive/Blind methods. Active methods [2] [3] need prior information about the image. They require embedding of the digital signature/digital watermarks on the authentic image. For detection using active methods the digital watermark/digital signature should be known before in order to compare it with that of the image under consideration.
Original Image
Forged Image There are images which are not pre-processed with digital watermarks/digital signatures; in that case the active methods cannot be used. So there arises a need for some blind methods which should be capable of detecting forgery without prior information regarding the image. Various blind methods [4] [5] [6] exist to fulfill this purpose. Resampling technique is used to detect geometrical transformations, boundary based methods are used for detection of splicing done to the images. There are various forgeries and their corresponding methods to detect those forgeries. But a false proof method needs to be developed which should be capable of detecting forgery based on the intrinsic properties of the image.
The forgers use noise as a healing component to hide out the traces of the forgeries. The image noise is defined as the random deviation of the brightness/contrast and the color information. The image noise is basically produced by the camera sensor while the image is being photographed. It is an unwanted by-product of the image capture that adds forged information in the image. Every image is supposed to have a noise as a by-product of the capturing process. But, the original image has a consistent noise variation all over the image. So the inconsistency in the noise can be used to detect the forgery in the images.
In this paper, we have proposed a method to detect forgery based on noise variance estimation and hog (histogram oriented gradients) on Y component (luminance) of the YIQ colorspace (NTSC image). Hog features are used for detection of copy-move regions or spliced images. The whole paper is organized as follows: Section 2 provides a brief discussion on the previous literature related. The proposed methodology is explained in Section 3. The experimental results are discussed in Section 4. The conclusion is provided in Section 5.
Previous Work
Noise detection has been used in previous methods for image source identification and detection of forgery. One of the unique distinguishing attribute of the imaging sensors is the photo response non-uniformity (PRNU). It was utilized as an inherent feature to identify the camera source of the image taken [8] . In [9] , authors proposed a method in which the demosaicing features were combined with the PRNU features of the image and then classified using a double-learning process to identify the source camera model. H.
Gou. et al. proposed a method in which three sets of attributes were used for detection of forgery. Denoising algorithms were used to estimate the image noise variance. Prediction error of neighborhood was used as another set of features, and the third set of features were obtained from wavelet analysis. These three features were used in combination and classified using a classifier which was built to make a distinction between the original camera image and its tampered version. The classifier used in this method did not provide exact tampered location and it examined only specific models of the digital camera.
In [10] [11] [12] , the methods used block based techniques to estimate the noise inconsistency to position the tampered regions. In [10] , the authors proposed noise inconsistencies detection method which was based on estimation of noise variances of overlapping blocks in which the overall image is tiled into blocks. In this method, white Gaussian noise and non Gaussian uncorrupted image is assumed. Main drawback of this method is that the kurtosis of the original image is assumed to be known which is not true in practice. In [12] , Babak Mahdian introduced a method of forgery detection with the help of noise inconsistency. In this method, the authors used the tiled version of the high pass diagonal of the wavelet coefficient with non-overlapping blocks at highest resolution. For estimation of noise variance at block level, a median-based method was used. A homogeneity condition was generated to segment the image into homogeneous areas. The threshold selection was the major drawback of this method. X. Pan [11] gave a forgery detection technique which was based upon the clustering of the blocks on the basis of noise variances. Firstly blocks are classified depending on the initial noise estimation and divided into original and forged blocks. The detected region was further divided into segments and refined noise estimation is done in the next phase to get the improved detection results.
Jiayuan Fan [13] used an effective technique to find correlation between statistical image noise features and Exchangeable Image File Format (EXIF) header features for detecting manipulation. Image manipulations like brightness and contrast enhancements can alter the noise features of the image. The authors observe the numerical differences between the original EXIF features and the corresponding EXIF features from the estimated noise features. That difference can serve as a great indicator to determine if the image is the original one that is taken from a camera source or it has gone through some manipulations. Again some specific camera models were examined by this method. Ahmer Emir Dirik and Nasir Memon [14] proposed a detection method which was applicable to various operations like splicing, retouching, recompression, resizing, blurring etc. But it did not target any specific operation. In [15] , authors proposed a method which focuses on saturation component of the HSV color space and estimates noise variance using principal component analysis method given in [16] . Then initial classification is done using k-means which is an unsupervised clustering technique. To refine the results of the clustering, a supervised learning method was used. This work was similar to [15] . The difference lies in the method of estimating noise variance; in [11] the noise is estimated using discrete cosine transform (DCT) whereas in [15] , PCA technique was used. Another difference is that [15] focuses on saturation component of HSV colorspace.
The proposed methodology is similar to [15] , but varies in mainly two aspects. Firstly, the proposed system uses NTSC color image i.e. YIQ colorspace. Secondly, we are detecting forgery on the basis of noise estimation and hog features.
Proposed Work
The proposed method for detecting image forgery is based upon noise variance estimation and HOG (histogram oriented gradients) feature extraction on Y component of YIQ colorspace or NTSC color image. A hybrid clustering method is used to classify the blocks of the image. The image is first converted to YIQ colorspace and then block segmentation is performed on the Y component. The noise variance is estimated of each block and the hog features of each block of the image are extracted. Initial classification is performed on the combined feature set using k-means unsupervised clustering method. For refinement of the clustering results, a supervised learning technique is used. The whole procedure is illustrated in Figure 2 .
Figure 2. Proposed Methodology Based on Noise Estimation and Hog
Feature Extraction
Image Pre-Processing
The image is first converted into NTSC color image which has YIQ colorspace. The input image is supposed to be in RGB colorspace. In the existing method, the saturation component of the HSV (Hue Saturation Value) color space was used. In YIQ colorspace, Y represents luminance; luminance roughly corresponds to intensity of the image whereas I and Q carry the color information. The conversion from RGB to YIQ is straightforward and it is the linear transformation of the RGB colorspace. It follows as eq. (1): Eq. (1) The YIQ colorspace splits the luminance and the color information. For forgery detection, we can discard the color information as we want to see the variance in the luma component only. Hence, the Y component of the YIQ colorspace is extracted and then the block segmentation on the Y component is performed. The image under consideration is divided into non-overlapping blocks BL i of L×L pixels for local noise estimation and hog feature extraction. Block size is a major parameter in this step. The block size should be smaller than the size of the forged region in the image. In our method, the blocks are segmented into size of 32*32 resulting into total number of blocks of the image with M×N pixels are given as eq. (2): Eq. (2)
Estimation of Noise Variance and Hog Feature Extraction
There exist various methods for estimation of noise variance in the digital images. They are mainly classified as: block-based, gradient based and smoothing based methods. In our methodology, we have used a block-based technique [16] variance effectively. Noise variance is estimated using principal component analysis which does not assume the presence of the identical areas in the image. Hence, it does not assume homogenous areas, so it can also be used for textured images. The noise variance and the hog features are extracted for each block of the image and then combined together to form a single feature dataset. The whole procedure is illustrated in Figure 3 (a) and 3(b).
Figure 3(a). Proposed Methodology

Unsupervised Clustering
Once the image variance and the hog features are extracted from each block of the image, the blocks are clustered using an unsupervised clustering technique. K-means is the most effective and commonly used cluster analysis method which partitions n observations (number of blocks) into k (two) clusters in which each block belongs to the cluster in the close proximity to mean. If the centroid of one of the cluster turn out to be in imaginary numbers, then image is authentic otherwise it is forged based on which the number of true positives, false positives, true negatives and false negatives are calculated. The output results for k means is shown in Figure 4 . 
Refined Classification and Locating the Forged Blocks
The clustering results are improved by using a supervised learning classifier. In this technique LSSVM classifier is used for classification. LS-SVM is the abbreviation for least squares support and it is a version of support vector machines and are kernel based learning methods. RBF (radial Gaussian based function) kernel is used as a kernel function in SVM. The whole procedure for refinement of clustering results using SVM is given in Figure 5 . The blocks are trained using one-third of the blocks near the cluster centroid. The SVM model classifies the blocks on the basis of the trained dataset. After SVM classification, there will be two clusters in which the cluster with less number of blocks will be considered to be the forged blocks of the image. The forged blocks can be located on the image using following eq. (3).
((i-1)*32,(j-1)*32,32,32) Eq. (3)
Figure 5. Refinement of Clustering Results Using Supervised Learning Technique (SVM)
The SVM classifier is used for the purpose of localization of detected blocks on the image. The detection results were not desirable for all the images so no further work is done on SVM for localization of the forged blocks. Two images are shown with localization of blocks detected using SVM classifier. Figure 6 shows the desired results whereas Figure 7 do not shows the desired results. Table 1 and Table 2 give the observations of the existing method and the proposed method on CASIA database v1.0 respectively. It can be seen from the observations that the proposed method improves the accuracy by 4.8%. Table 2   Table 3 and Table 4 give the observations of the existing method and the proposed method on CASIA database v2.0 respectively. The accuracy is improved by 5.79% using proposed methodology on CASIA database v2.0. (Eq. 5)
The false positive rate for CASIA v1.0 is 29.75% and for CASIA v2.0, it is 31.48%. The results of both the methods are compared and are presented in the bar graphs given in Figure 9 and Figure 10 . The proposed method performs better on CASIA v2.0 in comparison to CASIA v1.0. As in CASIA v1.0, the number of false negatives is higher; but in this case, both TP and TN are higher and FP and FN are smaller as desired.
Conclusion
The proposed technique is the extension of the existing system. In the existing system, the forgery is detected using noise variance estimation on saturation component of the HSV color image. The proposed method detects forgery based on noise variance estimation and hog feature extraction on the Y (luminance) component of the YIQ color space (NTSC color image). The Y component separates the luminance and the color information of the image. Initial classification is done using unsupervised clustering technique followed by a supervised learning method using SVM classifier. The results show that the proposed system detects forged images more effectively and accurately as compared to the existing system. There is an increase of 4.8% and 5.79% in the accuracy on CASIA database v1.0 and v2.0 respectively. The presented research work is the extension of the existing system. It can further be extended by combining other features, for example considering blurring inconsistency along with noise variance estimation. It can also be expanded by testing the methodology on some realistic images and other standard databases.
